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RECEIVE A MESSAGE URGING IMMEDIATE
ACTION? THINK BEFORE YOU CLICK!
Armando D’Accordo
CMIT Solutions of South Nassau
2019 Who’s Who in Technology, Security and Cybersecurity

Cybersecurity experts report a recent rise in phishing
emails—particularly those that capitalize on current
events and recommend “immediate action.” Specific
examples of this include urgent alerts that play on
fears about global instability, stating that unknown
users have logged into an account from an IP address
in Moscow or Kyiv. Many Twitter users report a social
media-specific version of this, posting screenshots
of fake user notifications they have received about
attempted logins from Russia or Ukraine.
What these diverse phishing attempts all have in common
is what happens after unsuspecting users click a link or
reply to a message: they are asked to share private
information to confirm account security. Sometimes,
this occurs on an illicit site that surreptitiously steals
credentials or personal data; sometimes, a user will see
a fresh email open that includes a pre-filled message
meant to lure them deeper into a scam.

not long strings of nonsensical characters or
unfamiliar dot.net domains.
2. Never open unfamiliar attachments or click suspicious
links in an email. These are far more common than
many people think—if someone sends a shipping
update or monthly invoice that looks like it comes
from a legitimate sender, human nature means
we’re curious to see whether it’s real or not. Unless
you’re expecting a specific file from a trusted
colleague, be wary of any attachments—especially if
the email urges you to open it now or tries to deploy
personal information to trick you with so-called
social engineering. In addition, don’t just click a link
because you’re encouraged to do so; hover your
mouse over the URL first to see whether the
displayed website matches what’s in the email.
Again, strings of nonsensical characters should
raise a red flag.

Given current world events, anything that mentions
unusual activity from Russia or Ukraine is sure to make
anyone do a double-take, serving as particularly
enticing bait for hackers who are always looking to
change their tactics.

How can you protect yourself, your business,
and your colleagues from these new phishing
attempts and, in general, lock down your
systems overall?
1. Use caution with any email urging immediate action.
Every unsolicited email should raise a red flag. But
how can you recognize one when it looks like a real
notification from a legitimate platform or application?
First, look for any typos, inaccuracies, or awkward
phrases in the subject line and body copy, along
with unusual sender names or addresses. Remember
that email domains can be easily spoofed; just
because the sender’s name says twitter.com doesn’t
mean that’s actually who sent the email. Hover over
the email address or click for more details to look for
straightforward senders like info@company.com,

3. Use multi-factor authentication or a two-step process
to log in to any account. If you do visit a website,
you’re not sure about or respond to an email asking
for information, all hope is not lost yet. It’s the next
step that’s often most important: if you’re being
asked to confirm a username or password, look for
an option to send yourself a unique code via text
continued on page 7
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THINK BEFORE YOU CLICK!
includes email, which is an often-overlooked
vulnerability.

continued from page 5

message or receive a unique link via email to log in.
Nearly all major providers and platforms urge their
users to use this step, so it should be prominent on
any login page. If you don’t see it, take another
moment to question the legitimacy of the source
and proceed with caution.

6. Partner with a trusted IT provider. As the threat
landscape becomes more and more complicated, the
solutions require expertise and experience Working
with a reliable IT provider allows you to take
advantage of their experience and research, they
are focused on this daily and have probably learned
some hard lessons in addition to be well trained.

4. Invest in security awareness training for your staff.
Many people laugh when they hear about cybersecurity education that includes phishing simulations.
But seeing examples of the most common scam
attempts can actually empower employees to better
scrutinize suspicious emails and websites. This can
provide a big shift from not caring about digital
security to being inherently vigilant—in many cases
or blocking phishing attempts before any information
is stolen or any data is compromised.

7. Cybersecurity Insurance. This is your last line of
protection and is a failsafe that every business
needs. A good cyber policy covers the cost of
attorneys, filings, credit counseling for clients and
forensics. Keep in mind that a standard business
policy does not cover ransomware, hacking and
related costs to remediate and report incidents.

5. Layers of Security. The key to good security is to
build multiple layers of proactive security around
your entire IT ecosystem; this includes your devices,
networks and your accounts. This comprehensive
approach means that, if even one layer of protection
falters, another will be waiting to prevent vulnerabilities, detect the issue and allow you to react. This

Given today’s hyperactive digital landscape, where
breaking news and trending topics often dominate the
conversation, hackers will continue to evolve to try and
trick even the savviest computer user. These tactics
always increase alongside instability, with bad actors
trying anything to steal data and compromise private
information.

CONSTRUCTIONBLUNDERS
SOMETHING TO SHARE?
PRO NY members may submit articles
and/or photographs of interest.
Contact Regina Biondo at
631-673-6274 or
rbiondo@prony.org
for more information

This is the perfect kitchen for those that are on a
perpetual diet!
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DON'T LOSE YOUR OPPORTUNITY
TO POSITION YOUR COMPANY
FOR SUCCESS

JOIN TODAY
What's the value of a PRO Membership to a
busy remodeler?

You can't put a dollar amount
on networking.

Members make the most of
"CO-OPETITION" and value building
peer to peer relationships, helping
each other and the industry. PROs
share resources and advice in
Remodeler Roundtables and
networking events.

PRO AWARDS MAKE YOU
STAND OUT
PRO Remodeler of the Year
PRO awards showcase your
projects and separate you from
the competition. Winners are
featured on our website, on our
social media platforms and in
House Magazine and PRO New
York’s publications.

PRO Members rank among
the country's most proﬁtable
remodeling companies.

Unique Beneﬁts

The strength of our members
drives our organization's
success.

Development
· Networking & Collaboration
· Homeowner & Industry
Marketing
· Recognition & Awards

· Education & Certiﬁcation
· Advocacy & Workforce

PRO Pledge: Our values matter to
your customers
We are professionals. We are PRO. We are responsible:
· To our clients: to be honest, ethical and competent in all we do for them
· To our employees: to provide safe and rewarding workplaces, free of
discrimination

· To our fellow members: to act as colleagues, not competitors, and to lift
each other up

· To our communities: to be the positive and trusted face of our industry
· To our natural and built environment: to be good stewards of both
· And to our industry: to ensure its growth and good health

JOIN NOW on our website at www.prony.org • For more information: (631) 673-6274

COLORFUL SIDING.
BEAUTIFUL FINISH.

®

®

®

LP SmartSide ExpertFinish Trim & Siding
The advanced durability you expect from LP® SmartSide® Trim & Siding now comes in color.
Your homeowners will love choosing colors to match their style—and you’ll love the same fast
and easier installation that comes with LP SmartSide products.
n

ExpertFinish® Lap to help avoid the need for seam caulking, joint molds, or pan ﬂashing

n

Advanced Durability for Longer-Lasting Beauty®

n

Available in 16 versatile colors that will complement almost any home’s style

n

Industry-leading 5/15/50 year prorated limited warranty:
5-year labor and materials, 15-year ﬁnish,
and 50-year substrate

n

Comes in a variety of SKUs and ﬁnishes

For complete product & warranty details, visit LPCorp.com/ExpertFinish
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PRO NEW YORK’S
AWARDS GALA

celebrates its member’s outstanding
work in the remodeling industry and their dedication
to our community. Congratulations to all of the
evening’s entrants and winners.
PRO New York’s Remodeler of the Year (PROTY)
Awards are the premier awards for the remodeling
industry and acknowledge the high quality of work
being done right here on Long Island. The judging is
focused on innovation, craftsmanship and overall
quality of work. The remodeler’s goal is to improve
the existing structure by employing innovative
construction methods and materials. It’s a showcase
for the best projects of our region’s top talent in the
remodeling industry.

continued on following page
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continued on following page
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LEGALLANDSCAPE
PROVING WHAT YOU ARE OWED

Craig Martin, Attorney

Contractors sometimes believe that once the
lien is filed, they are home free for getting paid.
Unfortunately, that is often not the case.
You also have to prove the amount you are owed on the
project. This is where a number of contractors fall short.
When a lien is filed, the contractor need only have a
good faith basis for the amount of the lien. But, once
the contractor pursues foreclosure of the lien, it must
then present specific proof supporting the amount of

particular project? Do you have a signed change order
for that additional work the owner asked for? Was this a
fixed amount contract or cost plus? How do you prove
your costs?
Of course, the amounts alleged to be owed will be
challenged by opposing counsel And, if your
documentation is not very good,
it will be more difficult to prove
the amount of your lien.
If you do decide to foreclose on a
construction lien, I recommend
that you closely review your
documentation. If you have
questions about the documentation
necessary to support your
construction lien, I always
recommend you contact an
experienced construction attorney.
Craig Martin is a construction
attorney with Lamson Dugan &
Murray, LLP law firm.

the lien. The documents necessary to prove the amount
owed will vary, but will likely include the contract,
invoices, timesheets and pay records for employees,
and any other documentation supporting internal costs.
As you can guess, supporting internal costs associated
with the project can be very difficult. How do you prove
that an employee spent 6 of her 40 hour work week on a

If you have any questions about
the article or construction law in general, feel free to
reach out to Craig at cmartin@ldmlaw.com

A TRADITION OF DESIGN EXCELLENCE
®

• The largest family-owned cabinetry dealer on Long Island, since 1935
• Award winning Kitchen & Bath Designers
• Exceptional Customer Service
• Quality Cabinetry - Surprisingly Affordable

FARMINGDALE 140 Broadhollow Rd. (Rte 110) | 631.957.6495
NESCONSET 45 Southern Blvd. | 631.656.0936

FOR DIRECTIONS

& SHOWROOM HOURS, PLEASE VISIT OUR WEBSITE

LakevilleIndustries.com
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A STRESSFUL PURCHASE:
REMODELING IN TIMES OF UNCERTAINTY
How should remodelers react to anxious consumers?
Director of Content Erika Mosse shares her experience
Our place is too small, and so about a year ago, my
husband and I decided to put in an addition. Nothing
fancy, just a 10x12 room so he has a place to work and
a 5x8 bathroom with a tub, but no shower. Like every
standard homeowner, we called three remodelers: two
of them I knew personally and one was a referral from
a friend.

Homeowners are anxious about the economy, and
anxious people generally don’t want to spend money.
Nor do people who feel uninformed.
So what’s the answer?
How does a remodeler help a homeowner get
comfortable enough to make such a large purchase?
First is to explain the reasoning behind the pricing.
Inflation is widely publicized,
but how that relates to material
and labor costs is important.
It’s helpful to present facts.

I am no stranger to this industry and expected the bids
to be high, but it wasn’t the
prices that surprised me. It was
the variance. Granted, these
were fairly casual estimates—
there was no design agreement
or anything—but the difference
between the lowest bid and the
highest one was $170K, more
than half the total project price.
Both of us were left anxious
and confused.
Was the highest bidder ripping
us off? Was the lowest one
pulling a bait-and-switch? Should we hire the middle
one because, well, he was in the middle?

By Erika Mosse

Photo courtesy nenetus | stock.adobe.com

Industry expert Mark Richardson
recommends reminding clients
that prices never go down
long-term. That helps clients
feel they are making a good
investment today and that
waiting will only make it more
expensive (This is exactly
what’s happening to us).

In addition, I am a fan of transparency in estimates,
and while this can be a contentious topic, I believe now
is an especially good time to be open with homeowners
regarding your numbers.

We ended up doing nothing and becoming ever
more cramped in our tiny place. Fast forward to today.
We sold some investments to free up cash, and are
once again planning the project, expanded now to
encompass a new garage and ADU.

While the bids we received were fairly informal, in all
three cases, the next step was investing in a design
agreement. It would have helped our willingness to
commit if we had been given more detail on the logic
behind the figures we received. I certainly could have
asked but didn’t want to feel pushy.

“The difference between the
lowest bid and the highest one
was $170K, more than half the
total project price.”

As my husband and I embark on our project for the
second time, I remain mindful of two things: the
remodeler’s need to maintain their margin, and my
own need to be a good steward of our resources. We
are entering a time of consumer anxiety.

My point in telling you all of that is this: Most areas
of the country are facing a softening market. There’s a
variety of reasons for the slowdown, but inflation is a
big one.

The best way to counter that is with information.
Homeowners who see their remodeler as a trusted
partner make the best clients.

In one recent study, 85% of respondents considering a
remodel agreed that “Inflationary pricing right now puts
supplies and labor costs out of reach on my budget.”

This article first appeared in the July/August 2022 issue of Pro Remodeler.
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45th Annual
NEW YORK

GOLF CLASSIC
DATE: Monday, October 17th • Shotgun Start 12:30pm
VENUE: Rock Hill Golf & Country Club • 105 Clancy Road • Manorville, NY
www.rockhillgolf.com

Price: $325 per person
$1300 per foursome
Includes breakfast, lunch and dinner
(including steamed lobster)

Dinner Only: $95 per person
lassic 2021
Golf C

Register at www.prony.org
Questions? Email regina@prony.org or call 631-673-6274

